Avaya SIP.edu LDAP Plugin
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I Architecture

The CCS LDAP Plugin was written in C++ to act as a type of call-processing bridge when routing an incoming SIP URI to a destination.  Given a SIP URI like sip:username@bigu.edu, the LDAP Plugin will convert it to an email address by removing the sip: prefix, and perform an LDAP query for a unique telephone number belonging to a person with that email address.  The plugin bridge routine is used for routing calls only when there is no matching registrant on the CCS proxy.

II Requirements

· Avaya CCS proxy server installed and configured to run CCS 2.1.1 or higher version

· Anonymous or authenticated read access rights to a local LDAP server from the proxy server

· LDAP Plugin files: configuration file ldapmod.cfg and shared library module modldap.so
· Configuration file information as defined below 

III Installation

1. Define the module in the /usr/impress/sip-server/etc/modules.def file:

[modccsldap]

lib=modldap.so

path=/usr/impress/sip-server/module

interfaces=ContactResolver

instances=single

[modccsldap-params]

configFile=/usr/local/etc/ldapmod.cfg
2. Add the configuration file parameters to /usr/impress/sip-server/etc/ccs.conf file.  The LocationService alternateCondition parameter specifies the conditions in call routing that will invoke the module – nocontacts in CCS database (URI doesn’t exist), notfound in CCS database (URI exists but person is not registered with the CCS proxy), or never to disable the module.

[LocationService]

AlternateLookupModule=modccsldap

AlternateCondition=nocontacts,notfound

For troubleshooting later:

[Tracing] 

Enabled=true

TraceFile=/usr/local/etc/ccs.log

MaxFileSize=5000000

UseSeparator=true

ShowDate=true

All=off

; trace categories

LocationService=on

modccsldap=on


(Yes, it’s true that modccsldap-params belongs in modules.def and not ccs.conf )

3. Copy the modldap.so shared library to the /usr/impress/sip-server/module (not /modules) directory.  Remember to set the execute permissions.

4. Login to https://hostname and use the Administration Web Pages to restart the proxy server service

a. choose Services – click Stop on Proxy Server, wait until the status is DOWN then click Start

IV Configuration

1. Edit the ldapmod.cfg for your environment, following the formatting in the example file below:

version:3

onevalue:1

prefix:9

handler: yourCommunicationManager.domain.edu

database:yourldapserver.domain.edu

auth:your bind DN (e.g., uid=youruid,ou=yourauthou,o=youro,dc=yourdc)

passwd:yourbindpassword

base:your base DN (e.g. ou=yourbaseou,o=youro,dc=yourdc)

key:email

element:telephoneNumber

The unique fields:

version – This specifies the LDAP version to use. This will be either a “2” or “3”. It is strongly recommended that “3” be used unless there is a specific reason to use “2”

onevalue – This specifies what to do when more than one telephoneNumber is returned for a single email. If "onevalue" is "1", then it will only return a value if a single value was found – returns nothing if multiple values were found. If "onevalue" is "0" then it will return the full list found.  The functionality for a full list of telephoneNumber values may be implemented in the future to scroll through a list of telephoneNumbers to reach an intended user.
prefix – digit/s to prepend to the returned telephone

handler – This specifies the Communications Manager server to use. Must be a fully qualified domain name, or an IP address

These fields can occur for each LDAP database that is to be searched.

database – The fully qualified domain name or IP address of the LDAP database server.

auth – The bind DN to use for the bind authorization. (optional)

passwd – The password to use for the bind authorization.(optional)

base – The base DN to use for the search.

key – The LDAP field name to search against.

element – The LDAP field name whose value is to be returned.

2. Copy the ldapmod.cfg to /usr/local/etc
3. Restart CCS to post the changes (login to admin web interface and stop and restart the proxy process)

V Testing and Troubleshooting

1. Make sure system log files reflect that the service is running

a. look in the /usr/local/etc/ccs.log for entries similar to this:

AlternateLookupModule=modccsldap

AlternateCondition=nocontacts,notfound

loaded ContactResolver from module modccsldap

ContactResolver interface enabled for nocontacts=yes notfound=yes

establishing database connection

connect okay
2. Make a call to a non-provisioned sip uri that is a facsimile of an email address that exists in the LDAP directory and check your trace file for correct entry:

a.  tail -f /usr/local/etc/ccs.log should look similar to this:

sip:jstudent@big.edu not found, invoking alternate lookup module

0: value being used: +1 999 999 9999

result to return is sip:919999999999@yourCM.edu;transport=tls

module returned 1 contacts

