Cached Certificate Scenario of the CNM

This scenario is based on an automated client scenario.

The CNM-Client has his own authentication authorization through login (1.). The access rights depend on the CNM-Login of the users. 

The users have, dependent on the login, access to specific maps and corresponding metric data cache (1.a).  

How do we managed the users? There might hundreds of them. Do you plan to maintain a list of ? The users should also be using the same password everywhere (i.e. eduGAIN).

-the CNM-Server is doing this for years. For the geant version of CNM there are current different accounts (GEANTDEMO etc. see below). On the long term perspective the CNM-intenal login/authorization mechanism could possibly be combined with perfSONAR AA, in othe words the CNM-Client making a user behind a Client authentication with the AA-Service and the CNM-Server like a perfSONAR authenticated service checking authentication and authorization for CNM internal data. Additionlly in this case we don't need anymore a cached certificate from the CNM-Server and the Java Client can directly (without any interaction of the CNM-Server) get data from perfSONAR authenticated services like TelnetSSH. In moment there is not the posibility to use this model because the infrastructure doesn't support this (e.g. SAML-attributes assertions doesn't exist for fine grained authorization of the access to specific maps).

The above described combination of CNM and the Automated Client AA scenario is thought as a test of the java Code for the Automated Client Scenario as agreed in the AA Conf Call on 24th of September “simple one for concept proofing”.

The previous step is optional from the point of view of the perfSONAR AA. 

CNM-Login successfully has been realized, the CNM-Client must get the certificate which is cached on the CNM server (2.).  

[What is this certificate used for?] 

The certificate is used for the authentication and authorization of the perfSONAR authenticated services and not for the CNM. There is to this Automated  Client scenario only one certificate stored in the CNM-Server. 

The certificate was previously requested from eduGAIN and stored on the CNM-Server. The certificate is transfered to the CNM-Client which now can get data on -demand from different other perfSONAR authenticated-services for instance there is the TelnetSSH service (3.). The authentication (3.1) and authorization(3.2) of this perfSONAR-service must be done to the AA service. 

[Who is being authorized and authenticated? The user or the client with a CNM certificates? If I got two people using the client, one a NOC member who can see more information than, for example an sys-admin from a US university. How is the difference made?]

-there is an CNM-internal authentication authorization (not with certificates) trough login (there are different possible accounts: testaccount, Geant-user account, MDM account, and individual NREN-account a.o). Depending on the login is internally recognized what kind of rights the corresponding user has e.g. for specific maps. So if there is a NOC member which successfully logins (with a specific NOC-account) there will be automatically recognize what kind of rights this one has, what maps, and what kind of metric data he can visualize and what not. 
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