Implementation of AuthN for the SSHTELNET MP – Comment and Feedback
There are two alternatives you can use when implementing AuthN for a JAVA webservice in perfSONAR:

· Programmatically

· Using the Authentication Component

I opted for the latter alternative because it seemed easier to use.

One only has to make some changes to the service.properties file and the components.properties file.

I had to make some small changes to the configure ant target, in order for the additional properties to be added to the service.properties file. Changes made:

<entry key="service.as.authn_active" value="on"/>

<entry key="service.as.authn_for_msg_types" value="SetupDataRequest,MetadataKeyRequest,EchoRequest"/>

<entry key="service.as.point" value="http://homer.rediris.es:8080/perfSONAR-AS/services/AuthService"/>

<entry key="service.as.authnRequest" Value="${service.home}/${deploy.root}/WEB-INF/classes/perfsonar/conf/AuthNRequest.xml"/>
The entry for the service.sax_parser.config was already there, so do not add another one, or you will get errors.

In the components.properties file you just have to add one line:

# Authentication

authn=org.perfsonar.commons.auxiliary.components.authn.wssec.WSSecAuthNComponent

Be sure not to have any spaces before and after the “=” sign.
Once this has been done, everything should be ready to produce a tar.gz file of the webservice and deploy this on a machine. Be sure to check if the machine can reach http://homer.rediris.es:8080/perfSONAR-AS/services/AuthService on port 8080. Should this not be the case, you will get a Timeout response.

There is still a minor issue Cándido is working on. At the moment the AuthNRequest.xml file will have to be copied manually to the WEB-INF/classes/perfsonar/conf directory in the webapps directory, otherwise the file won’t be found, and the authentication will not work. You can also point the entry in the service.properties file to the absolute path of the AuthNRequest.xml file. Be sure to restart the tomcat server after you changed the service.properties file.

You can test if the AuthN works by sending a Request with the Security Token found on the wiki (http://wiki.perfsonar.net/jra1-wiki/index.php/Using_X.509_token_profile), e.g. by using soapUI. You should get a normal Response back, nothing about the authentication should be mentioned in the Response.

All in all, I can say that the Authentication Component is very easy to use. Once all the minor issues were solved it takes at most 10 minutes to set up the AuthN for your webservice. There were some minor bugs while Cándido and me were working this stuff out, but everything should be fixed and working now (apart from the minor issue mentioned above). So I’d like to congratulate him on a job very well done! (
