@ Thunder TPS

Overview

©A10 Networks, Inc.




DDoS in the News

Q1 2013
Spamhaus

A dispute with
CyberBunker resulted
in 300 Gbpsattack

Q3/4 2014

Sony PSN

Lizard Squad takes out
gaming networks
during Xmas break

Q1 2015
Maine Gov't

VickingDom?2015 took
maine.gov offline for
3hrs.

Q1 2015
GitHub

Largest DDoS in
site’s history

Ormummmenn@eannnnnnnnn—(——
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The Line is Going Up

1) >100G

attacks AL

iIncrease in number of

15% attacks against

public-sector targets Q4 of
2014

increase in average

YN peak bandwidth

from Q3




Services and Toolkits Make it Easy to Launch DDoS Attacks

nnnnnnnnnnnnnnnnnnnnnnnn

iPractoxtcom]

HIGH ORBIT
ION CANNON

High Quality
e offer DDOS service of high quali

Buy DDOS - Professional DDOS S
WE OFFER CHEAP REL

SERVER & NE
TE

o
STING

. . Off-the shelf attack tools allow
DDos for hire services, offen called even unsophisticated attackers and
“booters,” or "Stressers™: hacktivists to take down websites

* adbvertise on YouTube & forum posts. . | ow Orbit lonic Canon (LOIC)

» Services can cost as little as $2 per hour .« High Orbit lonic Canon (HOIC)



Evolution of Aftacker Motivations

DDoS has evolvedinto a complex threat with multiple tactics and targets
= Various Attacker Motivations
- Notoriety, extortion, hactivists, diversionary tactics

- Organized groups constantly change techniques to attack governments, financial institutions and other
online organizations

- Low Barrier to Entry - Botnets are cheap to rent, readily available and easy to manage?

@ 37% Nihilism/vandalism
%, 36% Online gaming-related

Attack Motivations ® 34% Political/ideclogical disputes (e, WikiLeaks/Anonymous,
40% nationalism, religious controversy, etc.)
% 28% Criminals demonstrating DDoS attack capabilities
350 to potential customers
25% Social networking-related (i.e., IRC, chat networks,
30% Facebook, Twitter, Google+, etc.)
Z % 24% Online gambling-related
'§ 25% % ® 21% Misconfiguration/accidental
§- / %, 21% Inter-personal/inter-group rivalries (ie, individual disputes,
8 20% / hool
p / schools, sports teams, etc.)
g 50 % @ 20% Criminal extortion attempt
@ % %, 20% Financial market manipulation
10% %— @ 19% Diversion to cover compromise/data exfiltration
5% % 7, 16% Flash crowds
%_ @ 13% Competitive rivalry between business organizations
0% é % 10% Intra-criminal disputes
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The Usual Suspects Are Still Responsible for Most Attacks

Others DDoS Trends

7% SYN Flood
HTTP GET 17% Total Attacks Up 90% from 2013
Flood

IcMp- 8% Multi-Vector Roughly half of all attacks

4%
CHARGEN SSDP New entrant in the DDo$S
5% arsenal accounts for 15%
of attacks — can amplify
NTP ‘ attfacks up to 30x

8% App Attacks Down 16% year-over-
N year; accounts for ~10%

RIS attacks

Attacks
1% Attack Duration Up 28% to 29 hours

UDP Flood
1%
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Intfroducing Thunder Threat
Protection System (TPS)




Thunder Threat Protection System (TPS)

High Performance

Mitigation
. r Flexibility for
Mulﬁ—vep’ror customization and
Application & | network integration
Network Protection
-

A E A X AKX 4

= e — ——

Next Generation DDoS Protection

Multi-vector Protection

» Detect & mitigate application & network
attacks

= Multi-level traffic visibility

= 60 Hardware mitigations

High Performance

= Mitigate Up to 155 Gbps of attack
throughput,
223 M packetspersecond (pps)in 1 rack
unit

= b4k protected objects

= 8 x 16M black/white list capacity

Flexibility for customization and

network integration
= Programmatic Policy Engine
= afleX
= RegExp
= BPF
= SDK/RESTful API for 3rd party integration
= Many deployment modes
= Asymmetric
= Symmetric
= TAP mode
= Hybrid




Mitigation: Thunder TPS Appliances

Thunder 3030S TPS SSL Processor

10 Gbps
8x1G, 4x10G (SFP+)

9] 1under 6635(3) TPS
B Thunder 6435(5)TPs 155 OBPS

155 Gbps 12x10/1G (SFP+)
4x100G (CXP)
Thunder 5435(S) TPS  16x10/1G, 4x40G Modular SSL
) 77 Gbps SSL Processor
O Thunder 4435(S) TPS 16x10/1G, 4x40G
T 38 Gbps SSL Processor*
o
16x10G

SSL Processor*
High performance platforms

[ CPE class platform ] with Security & Policy Engine (SPE)

Performance

A@? ©A10 Networks, Inc.




Thunder TPS Performance

Thunder Thunder Thunder Thunder Thunder
3030S TPS (CPE) 4435 TPS 5435 TPS 6435 TPS 6635 TPS

Mitigation
Throughput” 10 Gbps 38 Gbps 77 Gbps 155 Gbps 155 Gbps
Cluster Throughput™ 80 Gbps 300 Gbps 600 Gbps 1.2 Tbps 1.2 Tbps
TCP SYN Auth/sec PPS” 6.5 million 35 million 35 million 70 million 70 million
SYN Cookies/sec PPS™ 6.5 million 55 million 112 million 223 million 223 million
DDoS Attack Software Software Software Software
Detection Software + hardware + hardware + hardware + hardware
and Mitigation assist assist assist assist

" Allnumbers above are measured with DDoS Mitigation enabled, and NOT normal L2/L3 (switching/routing) numbers
M List Synchronization Cluster Throughput

* Packetspersecond - CPU-based performance

" Packetspersecond - Hardware(FTA)-based performance



Thunder TPS Protected Object Capacity

= Granular mitigation per object by

applying specific rules (Watched) Obijects Value
- E.g. port, protocols and subnets

Protected

Destination Entry
i = |Pv4 Host / Subnet
= Competitorsupports up to 2k [ et Suaino »
managed objects only for example : :
(including Source-
= Protected objectlogging R (Rl
Source Enftry

* |Pv4 Host / Subnet 64k
= |Pvé Host / Subnet

HTTP URI 128 per template
Destination L4 Port and 512 per destination IP
Protocol

@ ©A10 Networks, Inc.




ACQOS: Optimal Platform for DDoS Mitigation

Unparalleled Packet Processing and
Throughput Capacity

High Scale Protected Object

Large Capacity Threat Inteligent List

Efficient & .
Accurate Shared Memory Architecture

Memory
Architecture

Effective and Quick Threat Lookup

Sub-second Traffic Rate Control for Burst Traffic

64-bit Multi-Core

Optimized
Hardware DDoS Mitigation
‘i Assist
Opftimized . . g .
Fflow Distribution }—- Flexible Traffic Accelerator : gfﬁ'?:e; (Ijnkfiggnfy Check

_ . More'..

Switching and Routing

A@? ©A10 Networks, Inc. 12




Flexibility, Programmability and Ease of Integration

= Customize with aFleX (TCL-based)
= Pattern matching with

- Regular Expressions (regexp)

- Berkeley Packet Filter (BPF)
= tcpdump, Wireshark

= RESTful API
- ACOS is 100% API driven
- 100% parity between CLI and API
= TAP mode for monitoring only, or use in hybrid mode with inline or asymmetric
= Monitoring mode to monitor new policies
= Common Event Logging (CEF) to integrate with 319 party

A@? ©A10 Networks, Inc.




Thunder TPS for Top US Service Provider

- oo 160 Gbps
Benefits: 160 MPPS, 24 U

- Higher Mitigation Throughput
= 155 Gbps (TMS 6435) compared to 40 RXXXXXXXXXXXXXXX
Gbps (TMS4000)

EEEEEER
- Reduced data center footprint
= 1RU compcred to 6RU (TMS4000) _(|,_-, RXXXXXXXXXXXXXXX
- Easily integrated into existing :E) EEEEEE
detection system
= Flowtrack f‘) XA
= Deepfield O
P o 155 Gbps EEEEEE
- Lower Price 223 MPPS, 1U
XXX X XXX XXX XX
= Arbor - high price and annual S&M costs VNIVNINNI
EEEEER
- Inbound and Outbound DDoS
Protection

Thunder TPS 6435 Peakflow TMS 4000

= Arbor has limited outbound protection.
comparison
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Multl-vector Application &
Network Protection




Mitigating DDoS Attacks

Network Packet

anomaly check:
Network level packet
sanity check

Black and white lists:
Network level high speed .-~
inspection and control

..-".AU’rhenﬁco’rion
challenge:

Network and applicatfion K
level validation of client

Protocol and

application check:
Network and
application

Network and
application monitoring
- to rafe limit traffic

origination integrity

©A10 Networks, Inc.




Network Packet Anomaly Check

= Packetsanity check (conformance) in
hardware and software

- Prevents volumetric attacks and protocol attacks
- Network checks (L3-4) for standard behavior
= Examples

- TCP SYN & FIN, TCP XMAS, TCP SYN Flag,
TCP Bad Checksum, UDP Bad Checksum,

Runt Packet, more... HUNDER Tp
Packet Anomaly | l

Inspection 8

= @ &=
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Black and White Lists

= High speed inspection and control of good
and bad sources

- Prevents known bad clients
- 8 x 16 M entries list capacity
- Network level enforcement (L3-4)

= Examples

- Import 3rd Black/White Lists, Dynamic creation from
SYN Cookie, SYN authentication & Action-on-ACK, Large List Look-up THUNDER TP5
Dynamic White List with DNS authentication & spoof With Multiple Actions | |
detection, Dynamic Black List with scanning @
detection, TCP abnormal packets threshold, HTTP l@

header filter, more...

= @ &=
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Authentication Challenge

= Validates client origination integrity
- Bot detection
- Prevents volumetric and protocol attacks
- Network and application checks (L3-7)

= Examples

- TCP SYN authentication, TCP SYN cookie, TCP Action
on ACK, UDP authenticatfion, DNS authentication, A P
HTTP Challenge, TCP error packet limit, more... THUNDER TPS

I
%

= @ &=
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Traffic Rate

= Monitorand rate limit traffic

Network and application level enforcement (L3-7)

Configurable over-limit actions for TCP, UDP, HTTP
and DNS

Rate limit per connection (TCP or UDP) for ultra-
granular conftrol

Bandwidth or packet rate control

Rate and/orConnection THUNDER TP

= Examples Limits for Predictable Load |
- Connection limit, Connection rate limit, Fragment 3
rate limit, Packet rate limit, HTTP Request rate limit, l @

Al

DNS request limit per DNS Record Type, SSL
request rate limit, more...

= @ &=
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Protocol and Application Behavioral Checks

= Monitorand check fraffic behavior

400+ global, destination-specific and behavioral
counters

All counters available through GUI, CLI, sFlow export

Enforce specific values

Network and application checks (L3-7)

= Examples -
- TCP template, HTTP tfemplate, DNS template, UDP DPI and Application THUNTElRTPS
template, SSL-L4 template, Scan detection, aFleX Awareness for
.. L7 Protection
scripting, more... ®@
- HTTP example Slowloris l
- SSL authentication as bot detection = @ E=»

- POODLE attack protection

@7 ©A10 Networks, Inc.




Flexibility for customization
and network intfegration




Flexible and broad deployment options

= Asymmetric deployment
- Reactive
- Proactive

= Symmetric (inline) deployment
= Qut-of-band (TAP) deployment

@ ©A10 Networks, Inc.




Asymmetric Reactive Deployment

>s .

(
\

A = Asymmetric Reactive deployment
I—» - Classic deployment model
P

- Scalable solution for DDoS mitigation
= Qversubscribed bandwidth deployment
= No additional latency in peace time
= Longer time to mitigate (Flow-based detection)

direction

- Suitable for Service Providers

» Protecting select services
e OXAPI /- = Large scale core network
Core Network Manual Action
b = Profile

¢ (=

End Customer
or Data Center

- Traffic redirected to TPS for scrubbing as needed
= Support BGP forroute injection

Yy vy

[ s ) - Valid traffic forwarded into network for services
- y, = Support GRE & IP-in-IP tunneling

AJ/Q? ©A10 Networks, Inc. 24




Asymmetric Proactive Deployment

=== 000 = Asymmetric Proactive Deployment
"| "",l"' ~ For high perf DDOoS detection and
or high performance DDoS detection an
P — m mitigation
- DDoS detection and mitigation in one box
- Suitable for Large Enterprises and ISPs

= Protecting own services
= Protecting end customers
» Large-mid scale core network

®:

= Profile
Core Network .
N y, - Inbound traffic always routed toward TPS
fEnd I h = For high risk customers
o bata e - DDoS detection at sub-second scale
>
L J
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Symmetric Deployment

= Symmetric Deployment

- Inline DDoS detection and mitigation in

one box
e - Inspect both inbound and outbound traffic
Tresholcs - Suitable for Enterprises
Protocol = Protecting own services
Amom_o"es e = Permanent protection
Anomanies = Sub-second detection-to-mitigation
L7 Scipts = Profile
Resource
stanvation - Detect and inspect L3 - L7 traffic for both
el UIves inbound and outbound traffic

- Deep statistics sFlow export

- DDoS detection and mitigation at sub-second
Services SCOle

@ ©A10 Networks, Inc.




Out-of-Band (TAP) Deployment

= Qut-of-Band (TAP) Deployment
High Speed DDoS Detection Capability

Receive and analyze mirrored traffic data from routers

Build dynamic Black/White lists
= Function as black/white list master
= Synchronize lists with cluster members

Hybrid mode supported

/ DDoS statistics and counters for DDoS detection

s
Protocol Anomalies
Behavioral Analysis
Threat Intel Lists
[@] Geolocation
S Global Thresholds

User Thresholds

©A10 Networks, Inc. 27




A10 TPS + Verisign Integration




ACOS 3.2 Detection/Mitigation + Cloud Signaling

Legitimate Traffic

4
\

| A10 TPS deployed within customer's network
DDoS Traffic TPS learns traffic patterns
TPS detects incoming attack
| FiodsSont | TPSData_____________] TPS performs on premise mitigation
e Attack is identified — Cloud Signaling initiated
CLC A Verisign’s SOC Engineerworks with customer to
:)dlp:o'dm“ initiate traffic redirect
Traffic is re-routed via BGP or DNS
+ BGP
* Must divert a minimum of a /24 subnet
» Traffic returned via GRE
+ DNS

» DNS Arecords are modified to point attack

Destination
Destination Port

Protocol

Attack Type
Threshold

Zone Description Description of zone under attack
from TPS config

Number

FQDN to Verisign cloud
» Clean trafficis sentto its destination

0 VERISIGN™ OpenHybrid ™



VERISIGN CUSTOMER PORTAL

0 VERISIGN"

=An intuitive customer portal with real-time view into traffic and attack protection

MONITONNG VIEW - mumseymsuessomsionanes

Verisign - Internet Security and Web Domain Names. g

4 Mitigation View

AMP1 » Alerts P Mitigations ~ » Reports

~ Dashboard » Top Talkers

{ Master Dashboard 171 NewAlerts 9 Investigating Alerts 1 Mitigating Alerts 0 Recently Closed Alerts

Active Alerts (Showing 4 of 181 See all)

» Account Settings

Updated: 21 Mar 2013 18:21:20 UTC

Alert Summary

Witigation Tier: 0.50 (Ghps)
View Mitigation Details / History

Affected Site(s)
QAI10190.11.215

Customer: QAl-Customer

Alert Ticket # 1212121
Customer Ticket # 112121
Verisign Mitigation Event #: 4233

Witigation Started: 0911212013 12:53:22
Mitigation St

Witigation Duration: 1h 48m 29s

Test Mitigation? Download PDF in bps

List Mitigations

[1] 2145378 AMP1-Site3 New Protocol (Profiled) 03/20/2013 13:24:36 Now Alerts 134 | 28 | 9 | 171 Refresh Page
e 2145376 AMP1-Sito3 New ICMP (Misuse) 03/19/2013 16:01:36 Investigating | 8 | 0 | 1|9 T ATIGATIN GROUP: Morcred Cia [P Updats Mitigation
= 2145372 AMP1-Sito3 Now ICMP (Misuse) 03/19/2013 14:54:36 Mitigating 1 o |ol1 MIMAING | 121212404 | 21242804
— = — = c | Update TMS Mitigation
L) aane J L (Brofied) ON102013 14:30:28 L] 9 jeje MITIGATION TRAFFIC: View i bos | View in pps. > Throgyyes
Click to viewmide fiters: V) whitelistBlacklist 7] 1ictwork Prc [@Payioad Protection FIHTTP Mitigation [ZJDNS Mitigation S| ez A
jiatficyntornation Fri, 17 May 2013 18:19:13 to Sat, 18 May 2013 03:52:47 UTC End Mitigati
nd Mitigation
Ail Monitored Entities 2] [AiTafic <] [Last24 Hours <] 8 e coring Trattc [ Cean Tt [ O Trafi B WhaokeBackisr B ok Protction B Palond Prtection [ HTTP Whigaton I ONS Migation 2
Routers Request For PCAPS
CUST1.LOADGEN-FO.BRN1
In/Out Traffic Chart |Monitored Entities In: 48000 Out: 88595 bps at Thu, 21 Mar 2013 01:48:14 UTC Linked Alerts
100 onitored =
Kops. AMPL-Sitel - Ho Linked Alerts
AMPL-Site2 ou
AMPL-Site3

Mar20  Mar20  Ma2t  Mar2i  Mar2i M2l Mar21  Mar2i  Mar2l M2l Mar21  Mar2i
200 20 0000 0200 0400 0600 0800 1000 1200 14600 1600 1800
&
+ 18R
Mw20  Mar20  Ma2i  Mar2l  Mae21 M2l Mar21  Mar2i  Mar21  Mae2i  Mar2i  Mar2i
00 20 000 0200 0400 0600 0800 1000 1200 1400 1600 1800

* Real-tfime alert reporting on attack activity

* Integration of on-premise and cloud alerts
from OpenHybrid sources

+ RESTful APIto retrieve monitoring alerts in
JSON format

Al

Miy$0000  MiyS00S0 May 100090 May 110000 May 120000 May 130000 May 140000 May 150000 May 190000 May 170000 May 180000 My 190090 My 200090

Other Features

Detailed top talkers

Hliekr)orclzhic?l architecture for . Track the starf time and duration of attack
)i SIelGEIICIS B « Clean and drop traffic by countermeasure
Downloadablereports « Dirill down into specific time periods of any
event

30
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PURPOSE-BUILT GLOBAL NETWORK O verisian

=High Redundancy, Massive Scale, Minimal Latency

Amsterdam, NL

Ashbum& S %Ccccccccccsccccccnse °
Broad Run, VA

2+ Tbps Global Capacity

. _ y
& Global Peering Directly connects with over 700

networks at 1,200 points of
inferconnection

Scrub Centers
® Network POP

Flexibility in Returning Clean Traffic © Monitoring Centers
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A10 TPS 3.2 Update

Behavioral Monitoring & Anomaly Detection




Protected Zones

= A new containertype for property configuration

= Can group multiple destination IPs/subnets

= Holds the new mitigation policy
- Destination policy and source-based policies

- Thresholds and countermeasures for each level of the escalating mitigation policy -
for automatic escalation & mitigation

= Helps maintain backward compatibility
- Protected destinations are retained as is
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Multi-Protocol Behavioral Indicators

Packet, session, and ratio metrics enable comprehensive profiling and
facilitate detection of anomalies

TCP UDP
Packet Rate Empty ACK Rate

Packet Drop Rate Small Payload Rate

Session Miss Rate
Bytes-to / Bytes-from
SYN Rate/FIN Rate
Packet Drop / Packet Received

Concurrent Sessions

Packet Rate
Packet Drop Rate
Bytes-to/ Bytes-from
Packet Drop / Packet Received

Concurrent Sessions

Packet Rate
Packet Drop Rate

Bytes-to/ Bytes-from
Packet Drop / Packet Received

IP/Other

Packet Rate
Packet Drop Rate

Bytes-to / Bytes-from
Packet Drop / Packet Received

Fragment Rate



Operational States

Peacetime
Profile
Learning

Monitoring & Manual
Enforcement Tweaking
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Protection lifecycle - Learning

* Monitor per protected

objectindicatorlevels /one
thresholds
* Monitortypical source
indicatorlevels Source
thresholds

* Build peacetime profile
and thresholds Actions »
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Mitigation — escalating templates

AMOPICTES
' Level 1 — basic
challenge
Level 2 — stronger
challenge

J

Level 3 —Drop
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Thank you




