
Chat from 11/17/15 DDoS Mitigation Tools Webinar

Brad Fleming (KanREN): Do you guys use a dedicated, out-of-band system to handle the RTBH and/or FlowSpec sessions? Or do you use the in-line session?

Dan Dargel: Partly inline, see my network diagram in my presentation

Jeff Bartig - Univ of Wisconsin: Michael prefers to establish a separate multi-hop BGP neighbor to handle RTBH.

Jason Sullivan -University of Arizona: what is a typical pps count for your fastnetmon box, how many cpu cores?

Michael Hare (presenter): Jason: graph of ifPackets on Dan's mirror link: https://stats.uwsys.net/cgi-bin/shorten.fcgi?i=241&c=4fd857ad3ef3d272

Jason Sullivan -University of Arizona: thanks Michael, awesome nfsen integration too

Jason Sullivan -University of Arizona: can he share his fastnetmon.conf?

Michael Hare (presenter): Operational procedure is fairly manual at this point, but yes, nfsen/nfdump and its flow aggregation feature has been very helpful in verification and follow up

steven wallace: which backbones support flowspec?

Seth Garrett - IU: Michael, do you or have you considered using Juniper prefix-actions instead of just a single policer on a term?

Michael Hare (presenter): Seth: I have not looked into it, but will based on your comment.

Alan: Have you worked with Cymru on their Community Flowspec project? (https://www.cymru.com/jtk/misc/community-fs.html)

Seth Garrett - IU: Thanks Michael, I'll reach out to you offline on some of my success with prefix-actions

Alan: Not UTRS.

shannon: Is that the extention for UTRS?

Jason Sullivan -University of Arizona: you have 'enable_connection_tracking' disabled?

Alan: This appears to be a project distinct from UTRS.

Dale W. Carder (University of Wisconsin): https://datatracker.ietf.org/wg/dots/charter/

Alan: RFC 5575: Dissemination of Flow Specification Rules.

steven wallace: which backbone's support flowspec

Michael Hare (presenter): Alan: Understood regarding UTRS

WiscNet: to steve wallace: WiscNet has FlowSpec enabled across the backbone

Brad Fleming (KanREN): KanREN does

steven wallace: I was refering to upstreams

Alex BCNET: alex.doradea-cabrera@bcnet for your reference to email presentation - thank you

shannon: It's the same guy, but he's not going to backport was my understanding
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Brad Fleming (KanREN): Steve Wallace: None of our upstreams do (Cox, Telia, Level3, Hurricane) and none of those have roadmaps to my knowledge

Eric Brown, VT: which tools support IPv6?

steven wallace: would you like I2 to support flowspec?

Brad Fleming (KanREN): Steve: I'd be interested in I2 supporting flowspec, yes

Brad Fleming (KanREN): as long as TR-CPS is included in the list of I2 networks which support it

shannon: I think there's some low hanging fruit with flowspec, but they may be warry of the impact on their equipment, and the responsability

Michael Hare (presenter): RTBH on seperate BGP sessions with TR/CPS would be extremely useful

Alan: Nice segue into:  What sort of hardware are you using for Fastnetmon, et al?

Jason Sullivan -University of Arizona: is that for udp only?

Clarke Morledge: William and Mary: Have you looked into any traffic shaping appliance, like Procera PacketLogic, to help with DDoS mitigation? Or even some IPS appliances? Or is just best to stick with routers?

steven wallace: Miechael, seperate BGP or could you use a different community string?

Jason Sullivan -University of Arizona: thank you

Michael Hare (presenter): Steve, the issue with using the same BGP session is that you will want to put a prefix limit on the number of routes we can send

steven wallace: got it

Michael Hare (presenter): A prefix limit violation on the RTBH session would take down all 

Jacob: What tools are being used to detect botted hosts, and what kinds of signatures do these systems look for? 

Michael Hare (presenter): Jacob: I've been focused on inbound detection at this point

Michael Hare (presenter): We have a security group that is handing the other side in theory

Clarke Morledge: thanks

Dale W. Carder (University of Wisconsin): Clarke, at least here it is hard to beat the economics of open-source combined with routers we already own.

Seth Garrett - IU: Michael, Have there been any local DDOS/DOS attacks?  If so, what types have you seen originate locally.

Brad Fleming (KanREN): We've seen lots of stuff originate locally (to Kansas) headed off-net.

Brad Fleming (KanREN): Mainly HP printers that got hacked at a copule campuses. Flow records helped us find and eliminate them.

steven wallace: and protecting CAS

Brad Fleming (KanREN): put an authoritative slave in AWS

Seth Garrett - IU: Is anyone using geographically distributed external DNS servers / anycast to address DDOS?

Adam Arrowood: re CAS, I would like to see a presentation like this, but talking about DDOS attacks against webservers (at the application layer, not network)

Alan: We have geo-diverse authoritative DNS, but not anycast outside our internal network.

Brad Fleming (KanREN): we also suggest people put servers in their own zone with a reasonably low TTL so during an attack it's possible to change A / AAAA record

Alan: Q for presenters: Have you used a DDoS mitigation tool that can divert suspect traffic for scrubbing?

Alan: Alan: ACK. THX.

Brad Fleming (KanREN): Do you guys know of anything in the Free / Open Source world that does what Alan is discussing?

Dale W. Carder (University of Wisconsin): Note, one possible flowspec match-action is to punt to a VRF

Brad Fleming (KanREN): we can't afford Arbor's boxes (or similar)

Brad Fleming (KanREN): we're "thrifty"

Alan: Anyone want to put up for a bounty to get some undergrads to write this for us?

James DeRose: we've been looking for open source or AFFORDABLE DDoS mitigation appliances for quite some time but haven't found anything. . .we're thrifty as well! ;)

Dale W. Carder (University of Wisconsin): This problem space is one aspect that the IETF DOTS working group is looking at, for how any given box could signal a request for cloud scrubbing. 
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