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Grouper at GT: Quick Notes

- APIs: Tied into our campus ESB (BuzzApi)
- Extensions:

- Conditional Memberships

- Grace periods

- Subjects: People & Accounts
- Provisioning: PSPNG into LDAP Entitlements




PSPNG: Capabilities

What does PSPNG do?
- Update LDAP Users or Groups with group memberships
Features:

- Real-time
- Simple configuration (relatively, of course)
- Selective

- Flexibility in LDAP nuances

- Optimized: queries, caching & updating
(Shhhh) create users (Very limited)




Grouper PSPNG LDAP Provisioning

Grouper Daemon
(aka Loader)

PSPNG 5

LDAF Attributes

dn: uid=sam, ou=users, desschool, desedu
uid: sam

objectclass: Inetorgperson
eduPersonEntitlement: app:x:users
eduPersonEntitiement: app:y:admins

LDAP Groups

dn: uid=sam, ou=users, de=school, do=edu
uid: sam

dn: cn=app:x:users, ou=groups, de=school, de=edu
objectclass: posixGroup
memberlUid: sam

Active Directory Groups

dn: cn=sam, ou=users, de=school, de=edu
samAccountMame: sam
memberof: ch=app:x:users, ou=groups, de=school, de=edu

dn: cn=appx:users, ou=groups, dc=school, dc=edu
objectclass:group
member: cn=sam, oususers, de=school, de=edu




PSPNG Config Examples - LDAP Groups

Wiki: https://spaces.internet2.edu/display/Grouper/Grouper+Provisioning%3A+PSPNG

changelog.consumer.pspng_groups_goun.class = edu.internet2.middleware.grouper.pspng.PspChangelogConsumerShim
changelog.consumer.pspng_groups_goun.type = edu.internet2.middleware.grouper.pspng.LdapGroupProvisioner
changelog.consumer.pspng_groups_goun.quartzCron =0 * * * * ?
changelog.consumer.pspng_groups_goun.ldapPoolName = demo
changelog.consumer.pspng_groups_goun.memberAttributeName = unigueMember
changelog.consumer.pspng_groups_goun.memberAttributeValueFormat = ${ldapUser.getDn()}
changelog.consumer.pspng_groups_goun.groupSearchBaseDn = ou=groups,dc=example,dc=edu
changelog.consumer.pspng_groups_goun.allGroupsSearchFilter = objectclass=groupOfUniqueNames
changelog.consumer.pspng_groups_goun.singleGroupSearchFilter = (&(objectclass=groupOfUniqueNames)(cn={0}))| | S{group.name}
changelog.consumer.pspng_groups_goun.groupCreationLdifTemplate = dn: $S{utils.bushyDn(group.name,"cn", "ou")}| | cn:
S{group.name}| | objectclass: groupOfUniqueNames

changelog.consumer.pspng_groups_goun.userSearchBaseDn = dc=example,dc=edu
changelog.consumer.pspng_groups_goun.userSearchFilter = uid={0}| | ${subject.id}
changelog.consumer.pspng_groups_goun.grouperlsAuthoritative = true
changelog.consumer.pspng_groups_goun.supportsEmptyGroups = false



https://spaces.internet2.edu/display/Grouper/Grouper+Provisioning%3A+PSPNG

PSPNG Config Examples - LDAP Attributes

Wiki: https://spaces.internet2.edu/display/Grouper/Grouper+Provisioning%3A+PSPNG

changelog.consumer.pspng_epe.class = edu.internet2.middleware.grouper.pspng.PspChangelogConsumerShim
changelog.consumer.pspng_epe.type = edu.internet2.middleware.grouper.pspng.LdapAttributeProvisioner
changelog.consumer.pspng_epe.quartzCron = 0/5 * * * * ?

changelog.consumer.pspng_epe.ldapPoolName = demo
changelog.consumer.pspng_epe.provisionedAttributeName = eduPersonEntitlement
changelog.consumer.pspng_epe.provisionedAttributeValueFormat = g:${group.name}
changelog.consumer.pspng_epe.allProvisionedValuesPrefix=g:
changelog.consumer.pspng_epe.grouperlsAuthoritative = true
changelog.consumer.pspng_epe.userSearchBaseDn = dc=example,dc=edu
changelog.consumer.pspng_epe.userSearchFilter = uid={0}| | S{subject.id}



https://spaces.internet2.edu/display/Grouper/Grouper+Provisioning%3A+PSPNG

PSPNG Config Example-Active Directory Groups

iki: https://spaces.internet2.edu/display/Grouper/Grouper+Provisioning%3A+PSPNG

hangelog.consumer.pspng_activedirectory.class = edu.internet2.middleware.grouper.pspng.PspChangelogConsumerShim
hangelog.consumer.pspng_activedirectory.type = edu.internet2.middleware.grouper.pspng.LdapGroupProvisioner
hangelog.consumer.pspng_activedirectory.quartzCron =0 * * * *?
hangelog.consumer.pspng_activedirectory.ldapPoolName = active_directory
hangelog.consumer.pspng_activedirectory.isActiveDirectory = true
hangelog.consumer.pspng_activedirectory.memberAttributeName = member
hangelog.consumer.pspng_activedirectory.memberAttributeValueFormat = $S{ldapUser.getDn()}
hangelLog.consumer.pspng_activedirectory.groupSearchBaseDn = ou=grouper,ou=groups,dc=example,dc=edu
hangelog.consumer.pspng_activedirectory.allGroupsSearchFilter = objectclass=group
hangelog.consumer.pspng_activedirectory.singleGroupSearchFilter = (&(objectclass=group)(cn=S{group.name}))
hangelog.consumer.pspng_activedirectory.groupCreationLdifTemplate = dn: cn=5{group.name}| | cn: ${group.name}| | objectclass: group
hangelog.consumer.pspng_activedirectory.userSearchBaseDn = cn=users,dc=example,dc=edu
hangelog.consumer.pspng_activedirectory.userSearchFilter = samAccountName=${subject.id}
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